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Abstract: The existing IP multimedia subsystem (IMS) netwesdcurity mechanism mainly focus on the SIP sigrli
plane protection and lack effective security medbanfor media plane. According to the charactecsbf file transferring
in IMS and potential security threats, this papevpmses a file safety transmission method basedeanre/multipurpose
Internet mail extensions (S/MIME). The scheme usesssage session relay protocol (MSRP) to realize IS file
transfer and achieves end-to-end security by S/MIMEan effectively protect the transmission fietity and decrease the
delay by avoiding traverse each call session caérftroction in the IMS. Simulation results prove ththe scheme can

realize file safety transmission in the IMS network
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Is713.
581
i 5915.981215192.168.80.3 192.168.80.128 SIP/XML 863 Request: PUBLISH sip:bob@open-ims.test
: 6016.352401192.168.80.3 192.168.80.128 SIP/SDF 1094 Status: 200 OK, with session description
f 61 16.355945192.168.80.128 192.168.80.1 SIP/SDF 900 Status: 200 OK, with session description
i62.16.360098192, 168,80,1.....192, 168,80, 128 . STE..........
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Filter: Expression. . Clear  Apply

Qe TATE Souras . Destimatian. Pretacal hera e I o e e vee

64192,168.80.3 192.168.80.128 SIP 605 Status: 100 Trying

63 ¥REF* 47 <1 ano
64 *REF* 42 <Ignored:>

192.168.80.1 192.168.80.3 TCP

moemeonerenoCoon T ——

54 fse > fse [ACK] Seq=1 Ack=1 Win=129940 Le
H 192.168.80.1 192.168.80.3 MSRP 1498 Request: SEND Transaction ID: aece7d508ccc::
: 69 0.009985 192.168.80.3 192.168.80.1 MSRP 229 Response: 200 Success Transaction ID: aecei:

: 700.011180 192.168.80.128 192.168.80.3 SIP 663 Request: ACK sip:bob@192.168.80.3:5060

i 5413.522684192.168.80. 1 192.165 80. 128 SIP/SDF 1006 Request: INVITE s1p bohﬂopen 1rr|s test w1 i
£ 5513.525341192.168.80.128 192.168.80.1 SIP
S 56 13.q5544192.168.80.128 192.168.80. 3 IPv4 1514 Fragmented IP protocol (proto=UDP 0x11, off

3EIZ 192.168.80.128 192.168.80.3 SIP/SDF 214 Request: INVITE s1p.b0h0192.168.80.3.5060,

605 Status: 100 trying -- your call is importarf

552 Reg_uest:_ ACK 5ip.iboh@192.168.80.3:5060 ._

Content-Type: application/octet-stream\rin
\r\n

[Datal\rin

AutoPartition=1\r\n

MsDosInitiated="0"\r\n

@ Textitem (text), 1444 bytes Packets: 140 Displayed: 140 Marked: 0 Ignored: 4 Load time: 0:00.015
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Filter: Expression.. Clear Apply

Ho. Time Source Destination
S IOTES Y 70T IR TEOTIIE TG TIERTEI TR
1100 20.868638192.168.80.3 192.168.80.128 SIP

1101 23.226382192.168.80.3  192.168.80.128 SIP/SDF 1094 Status: 200 0K, with session description
SIP/SDF

102 23 106192.168.80.128 192.168.80.1
1103 23 81192.168.80.1 192.168.80.128 SIP
1104 23 75192.168.80.1 192.168.80.3 TCP

105 23.243777192.168.80.3 192.168.80.1 TCP
{106 23.243508192.168.80.1  192.168.80.3  TcP
00 Adardddi0da 18R he R, L?.Zﬁ;k?ﬁ ?9 Ararmanidilitaen
t108 23.253102192.168.80.1 . 80. MSRP
i109 23.253127192.168.80.1 192.168.80.
i11023.253911192.168.80.3  192.168.80.

3
3 TCP
1 TCP
1111 23 356192.168.80.3 192.168.80.1 MSRP
1112 23 28192.168.80.1 192.168.80.128 sSIP
1113 23 80192.168.80.1 192.168.80.3 TCP
1114 23.350363192.168.80.128 192.168.80.3 SIP
{115 23.416157192.168.80.3  192.168.80.128 SIP
1

412 93 AD1GiT 1A

Content- Type app'\wcatwon/octet str‘eam\r\n
\r\n

0160 0d Oa EBNO3NS0N47500clcl 4e 03 4 3d chb ca 55 o

0170 cl 77 4a 10 07 ff 4c 2e ae 2e 6f ad 52 85 07 6f .wl...L
0120 68 50 db 4f 14 eB 4a 4a 2a 3a a5 30 bl 57 90 26
0190 7e 55 78 db 87 de 08 5b 59 88 88 59 94 80 f2 c8

Packets: 140 Displayed: 140 Marked: O Ignored: 4 Load time: 0; 00 000

@ Textitem (text), S04 bytes

514 Request: SEND Transaction ID: 14eeea_d6dce6

[truncated] R\003PGPREN\003L-RRUEWI\020\aEL . |- 0\255R\205\achP[RO\024RIT* ow\zzn@E\z 7R
EEEZ\003R\00 3NN Y002 MeEKNZ 1 3\E1 3103512101017 KK\ 2 36EEEI\ 001\ F TR \02 L REIENV=R7
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Frotocol Lenxth Info_ ~
STPVEDE

TIE Request CINUTTE R T Uy O R0 O
605 Status: 100 Trying

900 Status: 200 0K, with session description i
552 Request: ACK sip:bob@192.168.80.3:5060

66 [TCP Port numbers reused] fse > fse [SYN]
66 fse > fse [SYN, ACK] Seq=0 Ack=1 Win=65535
54 fse > fse [ACK] Seg=1 Ack=l Win=129940 Len

B8 BN AGK IR RARAIAZ 188, 804 21 2000, .

199 fse > fse [PSH, ACK] Seq=1461 Ack=1 Win=12
54 fse > fse [ACK] Seq=1 Ack=1606 Win=372296
229 Response: 200 Success Transaction ID: ldeel
552 Request: BYE sip:bob@192.168.80.3:5060

54 fse > fse [RST, ACK] Seq=1606 Ack=176 Win=i
747 Request: BYE sip:bob@192.168.80.3:5060

597 status: 200 0K
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