2012-04 2 Qe
31(4) Ordnance Industry Automation * 65

doi: 10.3969/j.issn.1006-1576.2012.04.018

R R REGARDE it

A, x)E 2
(I M TR2B A TR, FA5IF 050003; 2. B TR 2B A48 545 R, £5F 050003)

WE: A ERUBEMBRTFELEEFTFRTFEENZARE, I —FREARGFARALE R, £EAH
B AT ENR N EAL LR R, ARCHREARALENGART %, EAAHEHA FPGAF & LHEAKRD,
BEBRENFXEEFH. RN ZRTREEAZERHOELT, AR ERRAAZEE, o Fit
—FIRRER R EEZAMNE, EFERLBTR 2B —TWER.

KiEiE: A ARL; AM #IK; FPGA

hESES: TI02 CERERE: A

Design of Carrier Wave Leakage Hardware Trojan
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Abstract: Aiming at the safety danger of initial design and subsequent production of integrated circuit, design a secret
leakage hardware Trojan chip, and chip encrypts and sends secret key at the same time. The thesis researches the basic
method of the chip hardware Trojan realization. Implement Trojan in business FPGA platform, and leak secret key through
carrier wave. The result shows that the design can use hardware attack to acquire secret information when users don’t know

anything about this. It is important to realize the implement mechanism and raise the attention to IC security.
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