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Misoperation Prevention Method of Power Grid Based on
Rule Engine and Deep Learning

Luo Tianyun!, Liu Jinming', Li Shengyuan', Dai Yong?
(1. Guangxi, Master, Electric Power Dispatching and Control Center Guangxi Power Co., Ltd., Nanning 547199, China,
2. Nanjing NARI Information and Communication Technology Co., Ltd., Nanjing 211100, China)

Abstract: In order to solve the problem that the existing anti-misoperation strategy ignores the multi-dimensional
indicators of power grid operation and can not prevent potential misoperation, a multi-level and multi-dimensional
anti-misoperation intelligent discrimination method for power grid based on rule engine and deep learning is proposed.
Through the rule engine-driven misoperation identification method, taking full account of the dimensions of command
execution, equipment status and personnel operation behavior, the minimum perfect hash table is screened out of useless
events to improve the identification efficiency, and the multi-level potential misoperation identification method based on
hybrid in-depth learning is used to analyze and process historical operation data in depth and identify potential
misoperation. It can also effectively supplement and update the rule base of the rule engine, and improve the automation
level of the system. The simulation results show that the proposed method can increase the success rate of misoperation
recognition by 2.10% and 3.06% compared with the two comparison algorithms.
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